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© 000 «KPUNTO-MPO>x», 2000-2019. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokymeHT BxoauT B KOMMekT noctaBku nporpammHoro obecnedveHns CK3U Kpuntollpo CSP Bepcum 5.0 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
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AHHOTaUMNSA

JaHHbI JOKYMEHT COAepXNT 0DLLYIO NHPOPMALLMIO MO UCMOL30BaHMIO NporpammHoro npogykta « X T4A11.00101-01 93
01. KpunTollpo CSP. MpunoxeHune komaHAHOR CTPOKU Aasi nognucu 1 wndpoBaHus alinosy, npegHasHayYeHHOro s paboTsl
C cepTudMkaTaMu C WCMONb30BaHMEM WH(PACTPYKTYpPbl OTKPbITbIX KAtO4el, wudposaHus/paclundpoBaHns coobLueHnii,
cogepxawmxcs B dalinax, co3gaHust/npoBepKn 3NeKTPOHHbLIX MOLNNCENA U X3LIMPOBaHNs coobLueHmnii, cofepxatnxcs B haiine
unu rpynne daiinos.

1 CwucrtemHble TpeboBaHus

MpunoxeHne QyHKLUUOHMPYET B NporpaMMHO-annapaTHbIX cpejax, nepedncnentbix B MTHAM.00101-01 30 O01.
Kpuntollpo CSP. ®opmynsip, n. 3.2.

2 Wcnonb3oBaHune nporpamMmmbl

2.1 3anyck nporpammbil

Mporpamma peanusoBaHa B BuAe ucnonHsemoro paiina cryptcp.exe. [ns ee 3anycka HeobXOAMMO BbINOAHUTH
CnefyoLLyto KOMaHay:

[myTe] cryptcp [<xomampma> [<ommum u daiimer>]]

NyTb NyTb K MECTOPACMONOXKEHMIO nporpammbl (Hanpumep, c:\utils\)
cryptcp ums ucnonHsiemoro daiina npunoxeHus
KOMaHAa OfHa W3 JONYCTUMbIX KOMaHg (CM. Huxe)
onuuMu  napameTpbl KOMaHAbl (CBOM s KaX0A KOMaHAbI), Ha4MHatoWwmecs ¢ «-»

daiinbl  nmeHa ogHoro uam AByx aiinoB, B 3aBUCMMOCTU OT koMaHabl. [lopsgok caliioB B KOMaHAHOW CTpoke
OTHOCUTENLHO APYr ApYyra LOJKEH ObiTb TaKol, KaK yKa3aHO B OMUCAHNN KOMaHZbI

@ Mpumeyanue. K noHsTuto chaiin Takxe OTHOCATCS Macku alinos.

Ecan ne YKa3aTb KOMaHAy, TO Ha 3KpPaH BbIBOANTCA CNNCOK BCEX AOCTYMHbIX KOMaHZ C NX KPAaTKUM ONMNCAHNEM. ﬂ'ﬂﬂ
nony4eHns bonee AE€TANbHOIro onNMcaHnA onpe,u,eneHHon KOMaHZAbl HeO6XO£I,VIMO YKa3aTb onuunto -hE|p.

Mpu onucannu onunii 3se3goukoii (*) nomedera onuust No yMmonHaHmio (A5 HECKONbKIX B3aNMONCKIIIOHAIOLMX ONLUiA).
2.2 KpwuTepuii noncka ceptucgpumnkaton
Kputepuii noucka ceptudmkaros (ganee — KIC) uncnonbsyetcs ans 3afaHus ceefeHnii o cybbekrtax, Ybw

cepTudbrkaTbl ByAyT WCMONb30BATLCS MPW BbINOMHEHWM KOMaHAbl (Hanpumep, wudpoBaHUN UANM NOANUCK AaHHbIX). Ecau
komaHpga TakoBa, 4to KIMC gomkeH yaoBneTBopsiTe Tonbko oauH ceptudpmkat, 1o Takoii KIMC byger obosnaqatecs KIC1.

KTIC 3agaetca B chopme onuuii KOMaHLHOR CTPOKM, KOTOPbIE UMEIOT CNEAYIOLLNIA CUHTAKCUC!

[-dn <RDN>]n pas [-issuer <RDN>]m pa3 [-{m|u}[<ums>]|-f <paiin>]k pas [-thumbprint
<ormeuaTtok>] [-all|-1|-q[N]] [{-nochain|-errchain [-norev][-nonet]}]
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-dn  ykasatb cTpokun ans noucka 8 RDN (nnade nonck He 3aBucut ot RDN). Ecnn BBOgnTCS Heckonbko cTpok
AJ1s noucka, To byaeT HalifieHo 66nbliee KONMHECTBO CepTUNKATOB

RDN  cnucok cTpok (4epes 3ansTyto), NCMofb3yeMbix 4Jisl NOUCKa cepTudpukaTos. ByayT HaligeHbl cepTudbmkarsl,
B8 RDN cybbekta/usgatens KOTOpbIX NPUCYTCTBYIOT BCE 3TU CTPOKM

-issuer ucnonw3sosate RDN usgatens gns noucka
-m  OCyLeCTBASATbL nouck B xpaHuaunwax komnstotepa (LOCAL  MACHINE)
-u*  ocyuecTBAaTb nonck B xpaHunuwax nosnssosatens (CURRENT USER)

UMs  HaseaHue xpanuuwa (no ymonuaHmo «My» AnS  CO3AAaHMS  MOAMMCM  WAM  PacUPPOBKU 1
«My+Addressbook» st ocTanbHbIx cnyvaes)

-f  uncnonb3oBaThb B KayecTBe xpaHuanLa coobuieHne unm daiin ceptucukata
caiin  nmsa daiina
-thumbprint otneyaTok ceptudpmkara
-all*  wucnonb3oBaTh Bee HallgeHHble ceptudmkatel (¥ gns KMC)
-1*  Bypet HalijeH Tonbko oauH cepTudbmkaTt, nHave — owmbka (* gns KMNC1)
-q[N] ecnu HaligeHo menee N cepTudmkaTos, TO BbIBECTU 3anpoc Ans Bbibopa HyxHoro (no ymondanuo N=10)
-nochain He nNpoBepsTbL LENoYKU HaliAeHHbIX CepTUUKATOB
-norev  He NpoBepsiTb CepTUUKATLI B LENOYKE Ha NpegMeT OTO3BaHHOCTU
-nonet “cnosb30BaTh TOLKO KawmposaHHble URL npu noctpoeHnn uenouku

-errchain  3ageplwunTb BbINONHEHME C OLWINOKON, ecnu X0Ts bbl 0guH cepTudmKaT He NpoLIen NPoBepKy

an/IMepr ncnonb3sosanus KIMC mMoxHO HaliTn B onucaHusx KOMaHZ, ncnonb3yrowmnx ero.

Mpumeyanue. Ecnn srytpn onuum nmsa nin RDN npucyTcTeytoT npobenbl, To ee HeobxoaMMO 3aKIOUUTL B
KaBblYKU. TO >K& OTHOCMTCA K MMeHaM paiifoB 1 nanok.

Hanpumep:

WNean NeaHos,a@b.c — HesepHo;

"Msan Ueanos,a@b.c"— sepHo;

CN=WseaHos,E=a@b.c — sepHo.

2.3 KomaHngabl wudposaHus /pacwmncgpposarns

2.3.1 LWwndpoBaHue gaHHbIX

Ons Toro, 4tobbl 3awmndpoBaTb AaHHble N CO34aTb CoobLLEHME, HEOBXOAMMO BbIMOJHNTL CAEAYIOLLYIO KOMaHAY:

-encr <KIC> [-der] [-strict] [-encryptionAlg <0ID>] [-keepbadfiles] <BxogmHoil dailn> <coobmexue>
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KNC KIC nonyyateneii
-der wucnonb3oeaTh popmat DER Bmecto BASE64
-strict wucnonb3oBaTb ofHO3HauHOe koguposaHne DER (a He BER)
-encryptionAlg 3apaTb anroputm wudposaHus
-keepbadfiles He ypanate BbixogHoli chaiin npu owmnbke
BxogHoW chaiin  aiin, copepxawinii BXogHbIe faHHbIE

coobuwieHne daiin, koTopblli byneT cogepaTb co3gaHHoe cooblueHne

@ Mpumeyanue. Jns Toro, 4Tobbl 3awnpoBaTh faHHble «Ha cebs», Heobxoaumo ykasaTe KIMC ceoero ceptudukaTa.

Mpumep 1. 3awndposaTts cogepxumoe daiina «test.txty B «testl.msg» (6buHapHbili dopmat), ucnonssys BCE
cepTuchukatbl xpaHunnwa «Jluunsiey» («My>») Tekylero nonb3osaTens (a He JIOKaNLHOrO KOMMNbLIOTEPA), COAEPXKaLLne B nose
«CybbekT» («Subject») nogcrpoku «lMeanos Metp» u «ivanov@bank.rux:

cryptcp -encr -dn "UeanoB IlleTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

Mpumep 2. 3awundposats cogepxumoe dalina «test.txty B «testl.msg» (cpopmat BASE64), ucnonbsys ceprucpukat
n3 cpaiina «a:\Petr's cert.p7b>»:

cryptcp -encr -f "a:\Petr's cert.p7b" test.txt testl.msg

2.3.2 PacwundpoBaHue gaHHbIX

[ns Ttoro, ytobel pacundpoBaTth faHHbIE U3 COODLLEHUS, HEODXOLMMO BLINMONHUTL CIEAYIOLLYIO KOMaHAY:

-decr <KIIC1> [-start] [-pin <mapoms>|-askpin] [-keepbadfiles] <coofmerwe> <BHXOZHOH ¢aiim>

KMNC1 KIIC nonyyaTens
-start  oTKpbITL (3anNycTUTL) NOJyYeHHbI aiin

-askpin  3anpocuTb Naposb KAOYEBOrO KOHTENHEPa C KOHCON

-pin  3aaTb Naposib KJOYEBOrO KOHTeliHepa
naposib  NapoJsib K KJKOYEBOMY KOHTERHepY
-keepbadfiles He ypanate BbixogHoli thaiin npu owmnbke
coobuweHne aiin, cogepxaluunii coobuieHne
BbIxogHoW haiin  haiin, B koTopbIli byaeT 3anucaHo pacwudpoBaHHoe CooblieHmne

Mpumep 1: Pacwudposats coobuieHne n3 chaiina «test.msg» B paiin «test2.txt», NCNONb3ys 3aKPbITbIA KKOY,
cBsi3aHHbIl C cepTucpukaTom xpaHuminwa <«Jlndnsie» («My») Tekywero nosnb3osatensi, cogepxawum B nose «Cybbekt»
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(«Subject») nogctpoku «VeaHoe MeTp» n «ivanov@bank.ru», a 3aTem OTKpLITH NOAYHeHHbII dalin:

cryptcp -decr -dn "UeanoB lleTp,ivanov@bank.ru" -start test.msg test2.txt

2.4 Pabota c nakeramu caiinos

2.4.1 Bbluncnenne xaw-3HavyeHusa ans daiina

Mpon3secTn X3WMpoBaHMe COAEPKUMOro haiioB 1 3anucaTb pesynbTaT B «UMs_uUcxoaHoro daiina.hshy» moxHo ¢
MOMOLLbIO KOMaHAbI:

[-dir <mamka>] -hash [-provtype <N>] [-provname <CSP>] [-hashAlg <0ID>] [-hex] <macka ¢aiimoB>

-dir ykasaTb nanky ans ¢aiiaoB C X3Wwamu, nHade — TekyLlas
-provtype ykasatb Tun kpuntonposaiigepa (N) (no ymondatuto 75)
-provname ykasaTb ums kpuntonposaiigepa (CSP)
-hashAlg 3agaTb anroputm xawmnposaHus
OID OID anroputma x3WmMpoBaHuUs:
1.2.643.2.2.9 pna TOCT P 34.11-94;
1.2.643.7.1.1.2.2 pna FOCT P 34.11-2012 256 bit;
1.2.643.7.1.1.2.3 pna FOCT P 34.11-2012 512 bit
-hex x3w B daiine B BUAE WeCTHaALATEPUYHOW CTPOKM

macka cpainnos

Macka /s Bbibopa xawupyembix alisos

Mpumeyanue. Ecnu onuus -provname He ykasaHa, To OyfeT ncnosib30BaH NpoBaigep No YMOMHAHMIO YKa3aHHOMO

Edf

Mpumep 1. Mocuutats gns BCex haiifioB C pacClUMpPEHNEM «exe» TeKyllell nanku 3HadeHne xaww-pyHKLMM 1 3anncaTb
ux B nanky «hashes»; npn xawmnpoBaHnn NcnonbL30BaTh KPUNTONPOBaAAEp MO YMOAYaHMIO Afs Tuna 75:

Tuna (-provtype).
Ecnun ykasannas B onumm -dir nanka He cyuiecTsyeT, To oHa bygeT co3gaHa.

cryptcp -hash -dir hashes -provtype 75 *.exe
2.4.2 Tlposepka x3w-3Ha4dyeHus ans daiina

MpoBepuTs 3HaveHune xawa daiina, noayyeHHoe ¢ nomoubo KomaHabl -hash, MoxxHo ¢ nomouwblo KoMaHAbI:

-vhash [-dir <mamka>] [-provtype <N>] [-provname <CSP>] [-hex] <macka ¢aiinoB>

-dir ykasaTb nanky ans galinos ¢ xawamu, UHaye — TeKyLIas
-provtype ykasatb Tun kpuntonposaiigepa (N) (no ymonyatuto 75)
-provname ykasaTb ums kpuntonposaiigepa (CSP)
-hex xsw B daiine B BUAe WecTHaALATEPUYHON CTPOKM

macka cpaiinos

Macka asisi Belbopa nposepsiembix ¢aiinos
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Edf

Mpumep 1. MNpoeeputs a5 Beex haiinoB C paClUMPEHNEM «eXe» TEeKYLUE Nnanky 3HavyeHns xaw-byHKLUM, 3TaNOHHbIE
3HaYeHUsl XpaHATCs B nanke «c:\hashes»; npn xawmpoBaHun ncnonb3oBaTh KPUNTONpPoOBaligep No ymonyaHuto ans tuna 75:

MNpumevanue. Ecnn onums -provname He ykasaHa, To ByfeT NCMoab30BaH MpoBaiigep N0 YMOAYaHNIO YKa3aHHOTO
Tuna (-provtype).

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe

2.4.3 Co3paHune nognucu ans daiina

CoszgaTb nognucy ¢aiinos n 3anucatb nx B aiiabl KMMsi_MCXOLHOrO  haiina.sgn» MOXHO C/eAytoLLeli KOMaHAOIA:

-signf [-dir <mamka>] <KIIC1> <macka ¢aiimoB> [-cert]
[-crl] [-der] [-strict] [-nostampcert] [-stampchaincheck]

[-xlongtypell-cadest|-cadesbes] [-cadesTSA<URL>] [-hashAlg <0ID>]

[-pin <maposs>|-askpin] [-display] [-detached|-attached] [-keepbadfiles]

-dir ykasaTb nanky ass aiisoB C NOANUCAMU, MHAYe — TeKyLlas
KNMC1 KIC asTopa noanucu
-cert [obaBnsATL B Nognucu cepTmukaT oTnpaBuTens
-crl  pobaBnsATL B MOAMMCK CMNCOK OTO3BaHHbLIX CEPTUUKATOB
-der wucnonb3oBaTe popmat DER Bmecto BASE64
-strict wncnonb3oBaTL ogHo3HauHoe KoguposaHue DER (a e BER
-nostampcert He TpeboBaTb BK/OYEHUS B WITaMN cepTudmnkaTta ciyXObl LWITAMNOB BPEMEHU

-stampchaincheck

NPOBEPUTL LENOYKY cepTucrkaTa B LUTaMNE BPEMEHM

-xlongtypel cospatb nognuce CAdES-X Long Type 1
-cadest cospgaTtb nognuce CAdES-T
-cadesbes coszpgatb noanucs CAJES-BES
-cadesTSA cnyxba wramnos spemern gns nognucu CAJES-X Long Type 1, CAAES-T
URL agpec cnyxbbl wramnos B suge "http://..."
-hashAlg 3apatb anroputm xawmposaHus
OID OID anroputma x3wnposaHus:
1.2.643.2.2.9 ana TOCT P 34.11-94;
1.2.643.7.1.1.2.2 pna FOCT P 34.11-2012 256 bit;
1.2.643.7.1.1.2.3 pna FTOCT P 34.11-2012 512 bit
-askpin  3anpocuTb Napob KNOYEBOro KOHTeliHEPa U3 KOHCON
-pin  334aTb Napo/ib KJOHYEBOro KOHTeliHepa
Naposib  Naposib K KJHOYEBOMY KOHTElHepy
-display BbIBOAUTL MHGOPMaALMIO HA SKPaH CPeACTBa [OBEPEHHOIO OTOBPaXKEHUS MOAMUCHIBAEMbIX JaHHbIX
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-detached* cospatb oTcoeanHeHHble nognucy B oTaeNbHbIX daiinax
-attached co3pgaTb npucoeanHeHHble noanucu
-keepbadfiles He ypansTe BbixogHbIe dhaiinbl npu owmnbke

macka paiinoB macka asis Bbibopa nognucbiBaembix gaiiios

Mpumeyanue. Ecnu ykazaHHas nanka He CyulecTBYeT, To OHa byaeT cospaHa.

Mpumep 1. Mognucats copepxumoe Beex haiinoe ¢ pacwmperuem «doc» U3 KOpHEBOIi nanku gucka «D:», ncnonbsys
3aKPbITbIA KAIOY, CBSI3aHHbI C cepTudmkaTom xpanunuwa «MyCerts» Tekywiero nosb3oBaTensi, CogepXalum B nose
«CybbekT» («Subject») nogcrpoku «Weanos Metp» n «ivanov@bank.ru», nonyyeHHble NoanMcK COXpaHUTL B Nanke «signs»
B KOpHE TEKYLLEro AUCKA; KPOME 3TOro, MOJy4nTb LITaMMbl BPEMEHN HA KaXKAblA MOAMNUCHIBAEMbIA haiil 1 BAOKUTL UX B
COOTBETCTBYIOLME MOAMUCK:

cryptcp -signf -dir \signs -uMyCerts -dn "lBauos IlleTp,ivanov@bank.ru" d:\*.doc -sdhttp://
cryptopro.ru/tsp/tsp.srf

2.4.4 Tlposepka nognucu cpaiina

MpoBepnTs NoAgNUCM CcoaepKMMOro haiiioB, Co3faHHblE C MOMOLWLLIO Npeablayleli KOMaHgbl, MOXHO CAefyoLnM
obpazom:

-vsignf [-dir <mamka>] [-xlongtypell-cadest|-cadesbes|-nocades]
<KIIC> <macka ¢atinoB> [-detached|-attached] [-keepbadfiles]
-dir ykazaTb manky c daiiiammn, CogepKaLMMU NMOAMNCK, NHAYE — TEKYLLAs
KMNC KIC aetopa nognucu
macka paiifioB  CcTaHAapTHas mMacka nposepsieMbix aiinos
-xlongtypel nposeputs nognuce CAdES-X Long Type 1, KINC 6yget nponrHopuposat
-cadest nposepuTb noanuce CAJES-T

-cadesbes npoeeputb nognuce CAJES-BES

-nocades 3anpeTnTb UCMO/Ib30BAHNE BIOXKEHHbLIX B MOAMUCH A0KA3aTENbCTB
-detached* npoBepnTb O0TCOeaMHEHHbIE NOANUCH B OTAENbHbIX daiinax

-attached npoeepuTb npucoeanHeHHble nognucy

-keepbadfiles He ypanate BbixogHble dhaiinbl npu ownbke

Mpumep 1. MNpoeeputs Bce dalinbl ¢ pacwmpernem «doc» n3 kopHesol nanku amcka «D:», ucnonbsys cosgaHHbie
paHee MOAMNUCK U3 NaMKK «SIgNS» B KOPHE TEKYLLEro [MCKA, NOUCK cepTudmKaTa AJisi MPOBEPKN MOAMUCEA UCKATb B XpaHUNLLE
«MyCerts» Tekyllero nosb3oBaTesisl; KPOMe 3TOrO, MPOBEPUTHL LWITAMM BPEMEHU HA NOANUCH (HEMOAMMCAHHBIA aTpubyT) U
NPOBEPUTL, Y4TODLI 3TOT WTaMn Obln BbifaH He paHee, YeM CyTKWU Hasag:
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cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

2.4.5 [JobasneHue nognucu B chain

[obaenTb noanuce aiina B «MCxofHbIN _ alin.sgn» MOXHO KOMaHAON:

-addsignf [-dir <mamka>] <KIC1> <macka aiimo> [-cert] [-crl] [-der]

-dir

KNcC1

-cert

-crl

-der
-nostampcert
-stampchaincheck
-xlongtypel
-cadest
-cadesbes
-cadesTSA
URL

-askpin

-pin

napoJsib
-detached*
-attached

macka cpaiinos

[-nostampcert] [-stampchaincheck] [-xlongtypell|-cadest]|-cadesbes]

[-cadesTSA<URL>] [-pin <mapoms>|-askpin] [-detached|-attached]

yKasaTb nanky anas ¢aiios ¢ NognnucaMU, nHade — TEKyLLas

KTIC aBTopa nognucm

806aBNsATL B nognucn cepTudmkaTt oTnpasuTens

80baBAsATL B MOANUCM CMNCOK OTO3BaHHbIX CepTUUKATOBR

ucnons3oeaTs opmat DER smecto BASE64

He TpeboBaThb BKJIOYEHUS B LUTaMM cepTudmkaTa cny>xbbl LUTAMNOB BPEMEH!
NPOBEPUTL LEMNOYKY CepTudmKaTa B LUTAMMNE BPEMEHM

cozgasaTb nognuce CAdES-X Long Type 1

nposeputs nognuce CAdES-T

nposepuTb nognucs CAJES-BES

cnyxba wramnos spemenn gnsi nognuc CAdES-X Long Type 1, CAJES-T
agpec cnyxbbl wramnos B Buge "http://..."

3aMpocnTb NapoJib KIOHYEBOrO KOHTERHEPA N3 KOHCON

3a4aTb NapoJib KJOYEBOro KOHTeliHepa

napoJjib K KAOYEBOMY KOHTelHepy

[0baBUTL OTCOEAMHEHHbIE MOAMNUCU B OTAENbHBIX halinax

000aBUTL NPUCOEANHEHHbBIE MOAMMCH

Macka ans otbopa noanuckiBaembix aiinos

Mpumep 1. MNoanucates Bce chaiinbl ¢ pacwmpernem «docy n3 gupekTopun testdocuments ¢ nomoLublo cepTudnKaTos,
HaxoasLwmxcs B xpaHunuwe «My» Tekyliero nonb3oBaTens, yLoBAETBOPAIOWUX cnedytowmum kputepusim: E=ivanov@test.ru,
CN=lvanov; nognucu pobasnTb B haiinbl, PacnosoKeHHblE B LUPEKTOPUM SingS, COOTBETCTBYIOLLMUE YCIOBUIO "UCXOAHBIN

daiin.sgn":

cryptcp -addsignf -dir /signs -uMy -dn "E=ivanov@test.ru, CN=Ivanov" /testdocuments/*.doc

2.5 Pabota c nognucamn

2.5.1 Co3gaHue nognnucaHHOro coooueHuns

MognucaTb faHHble N CO3A4aTb COODLLEHNE MOXKHO CliegytowmmM obpasom:
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-sign <KIC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpubyT>]n pas

[-attr <aTpubyr>]k pas [-nostampcert] [-stampchaincheck]

[-xlongtypell-cadest|-cadesbes] [-cadesTSA<URL>] [-hashAlg <0ID>]
[-pin <maponb>|-askpin] [-display] [-detached|-attached] [-keepbadfiles] <Bxommo#l daiim> <coobmeHue>

KMNC1
-nocert
-crl

-der
-strict
-authattr
-attr
aTpmndyT

-nostampcert

-stampchaincheck
-xlongtypel
-cadest

-cadesbes
-cadesTSA

URL

-hashAlg

oID

-askpin

-pin

naposb
-display
-detached
-attached*
-keepbadfiles
BXxogHoOW haiin

coobuieHune

KMC aeTopa nognucm

He fobaBnsATL B coobuieHne cepTudnKaT oTnpaBuTens

80DaBASATL CMUCOK OTO3BaHHbLIX CEPTUUKATOB

ucnons3osaTe popmat DER Bmecto BASE64

MCnoNb30BaTh OAHO3Ha4Hoe koguposaHne DER (a ve BER)

n0baBUTE nognucaHHblli aTpubyT B nognuck

00baBUTL HenoanucaHHbI aTpubyT B nognuck

"<OID>,<daiin c 3aKoanpoBaHHbLIM copepXuMbiM aTpubyta>" (Hanpumep, "1.2.3,attr.bin")

He TpeboBaTb BKNIOYEHUS B WTamn cepTudbnkaTta caybbi WTamnos Bpemern (MCNONb3yeTcs BMeCTe
c -cadest)

NPOBEPUTL LEMOYKY CepTUdUKaTa B LUTAMMNE BPEMEHM

cozgatb nognuce CAJES-X Long Type 1

cospgaTb nognuce CAdES-T

cosgaTb nognuce CAJES-BES

cnyxba wramnos spemenn ansi nognuc CAdES-X Long Type 1, CAJES-T
agpec cnyxbbl wramnos B Buge "http://..."

3a4aTb aNiroOpUTM X3LMPOBaHWS

OID anroputma x3wmpoBaHus:

1.2.643.2.2.9 gns TOCT P 34.11-94,
1.2.643.7.1.1.2.2 gna TOCT P 34.11-2012 256 bit;
1.2.643.7.1.1.2.3 ana TOCT P 34.11-2012 512 bit

3aMpocnTb NapoJsib KIOHEBOrO KOHTEAHEPA N3 KOHCOMN

3a4aTb Naposib KJOYEBOro KOHTeliHepa

naposib K KAOYEBOMY KOHTElHepy

BbIBOAMTL NH(OPMALMIO Ha KpaH CPeACTBa LOBEPEHHOr0 OTODPaXKeHUs! NOAMUCHIBAEMbIX AaHHbIX
CO3AaTb OTCOEAMHEHHYIO NOANUCHL B OTAeNbHOM daiine

CO3AaTb NPUCOEANHEHHYIO NOAMMUCH

He y4ansTb BbIXOAHOW dhaiin npu owmnbke

chaiin, copepxalwinii BxogHble faHHbIE

dhaiin, koTopblil byaeT conepxaTb CO3aaHHOe coobLyeHmne

Mpumep 1. Mognucats cogepxumoe daiina «test.txt» n cosgaTe nognucaHHoe coobuieHne «test2.msg» (B buHapHom
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BUAE), HE BKtOHatolwee B Cebs ncnonb3yemblli CepTUUKAT, HO BKIKOYAIOWEE CMNCOK OTO3BaHHbIX CepTMUKATOB LEHTpa
cepTuUKaLMK, BbIAABLUErO UCMOAb3YEMbINl CepTudMKaT; KPOME 3TOro, MOMYHYUTb LUTaMM BPEMEHW HAa CO3LAHHYHO MOAMUCH

N BINOXUTb ee B CoobLIeHMeE:

cryptcp -sign -mMy -dn CemoB -q5 -nocert -crl -der test.txt test2.msg -sshttp://cryptopro.

ru/tsp/tsp.srf

Mpumeyanue. MNouck ncnonbsyemoro ceptudpmkaTa NPOUCXOAUT CEAYIOLWUM 0bpa3om:

Ef

NpesoKeHO BbIOpaTb OAMH N3 HAAEHHbIX CEPTUUKATOB.

1. Haxopstcs Bce cepTudpmkaThl xpaHunuwa «JIudHblie» Tekywero noiib30BaTeNs U JIOKaJIbHOrO KOMMbIOTepa.
2. Ecnn obHapy»xeHo bonee nsiTu cepTndmkaTos, TO NOsIBASETCS coobLieHune 0b owmnbke, nHaye nonb3osaTento byaer

2.5.2 [OobaeneHue nognucu B coobuieHune
[obaBnTb 31eKTPOHHYIO NOAMUCH B COODLLIEHNE MOXHO C MOMOLLIbIO BbI30Ba!
-addsign <KIC1> [-nocert] [-crl] [-nostampcert]

[-stampchaincheck] [-xlongtypell-cadest|-cadesbes] [-cadesTSA<URL>]
[-hashAlg <0ID>] [-pin <maposb>|-askpin] [-authattr <arpubyr>]n pas

[-attr <aTpubyT>]k pas3 [-detached|-attached] <coobmenue>

KMNMC1 KIC asTopa noanucu
-nocert He pobaenATbL B coobuieHne cepTudpmkaT OTNpaBUTENS
-crl  pobaBnATbL CMMCOK OTO3BaHHLIX CepTUdNKATOB
-authattr pobaeuTb nognucaHHbIi aTpubyT B Nognuch
-attr  pobaBuTb HenoanucaHHbIA aTpubyT B NOgNMChH
arpubyt «OID>,<daiin c 3akoanpoBaHHbIM coagepximbiM aTpubyta>"(Hanpumep, "1.2.3,attr.bin")
-nostampcert e TpeboBaTb BKNIOYEHUS B WTaMN cepTudmkaTa cnyxbbl LUTaMNOB BpeMeHU (MCMONb3YeTCsl BMeCTe

-stampchaincheck

c -cadest)

NPOBEPUTL LENOYKy cepTucrkaTa B LWTaMNE BPEMEHU

-xlongtypel pobasuts nognuce CAJES-X Long Type 1
-cadest pobasutb nognuce CAdES-T
-cadesbes pobasutb noanuce CAJES-BES
-cadesTSA cnyxba wramnos spemern gns nognucu CAJES-X Long Type 1, CAAES-T
URL aapec cnyxbbi wramnos B euge "http://..."
-hashAlg 3apgatb anroputm xawwmposaHus
OID OID anroputma X3WmMpoBaHus:
1.2.643.2.2.9 gns TOCT P 34.11-94;
1.2.643.7.1.1.2.2 ana TOCT P 34.11-2012 256 bit;
1.2.643.7.1.1.2.3 gna TOCT P 34.11-2012 512 bit
-askpin  3anpocuTb Naposib KAKOYEBOro KOHTEliHEPa U3 KOHCOM
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-pin  334aTb Napo/ib KJOHYEBOro KOHTeliHepa

naposib  Napojb K KJAOYEBOMY KOHTeliHepy

-detached pobaBuTL OTCOEAMHEHHYIO MOANUCH B OTAENLHOM haiine

-attached* pobaBuTh npucoegmHerHyo nognAMCh

coobuwieHne haiin, cogepxkalwuii coobuieHne

@ Mpumeyanue. lcnonbsyetcs ucknouuTensHo Ans gobaeneHus nognucum B nognucaHHble coobuwenns. [ns

TEKCTOBbLIX WAu Apyrux ¢aiinos He paboTaer.

Mpumep 1. [dobaeuTte B nognucaHHoe coobuieHne «test.msg» MOAMNUCH, UCMOAbL3YS 3aKPbITbI KAKOY, CBA3AHHbIA C
ceptuchrkatom xpanumnuwa «Jlnunsiey («My») nokanbHoro komnbtoTepa, cogepxawum B none «CybbekT» («Subject»)
noactpokn «lVganos MNetp» u «ivanov@bank.ru»; B fobasneHHyto nognnuch BKIOHUTL CepTUMKAT OTKPLITOrO KikoYa aBTopa

noanucu:

cryptcp -addsign -m -dn "VBazoB IleTp,ivanov@bank.ru" test.msg

2.5.3 VYpaneHue nognucum u3 coodLieHns

VaanuTb 3/1eKTPOHHYIO MNOAMNUCH U3 COODLLEHMSI MOXKHO KOMaHLOiA:

-delsign <KIIC1> <coobmenue>

KMNC1 KIIC astopa nognucu

coobuieHune chaiin, cogepxkalwuii coobuieHne

2.5.4 Tllposepka nognucu

[ns npoBepKn 31eKTPOHHON NOANNCKU B COODLLEHNN HEOBXOANMO BOCMO/Ib30BaTLCS KOMAaHAOMA:

-verify [<KIIC>|-verall] [-start] [-xlongtypell-cadest|-cadesbes|-nocades]
[-attached] [-keepbadfiles] <coobmerme> [<BHXOZHOH ¢aiin>]

-verify [<KIC>|-verall] [-start] [-xlongtypell|-cadest]|-cadesbes|-nocades]

Knc

-verall
-start
-xlongtypel
-cadest

-cadesbes

-detached <ucxopmwii dann> <paiin ¢ mommuChb>

KT C agTopoe nognuceii

nposepsiTb BCe nognucy (MHade — Tonbko nognucy astopos n3 KMC)
OTKPbITL (3aNyCTUTb) NOAYYeHHbI haiin

nposeputs nognuce CAdES-X Long Type 1, KIMC byget nponrHopuposaH
nposeputs nognuce CAdES-T

nposeputs nognuce CAJES-BES
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-nocades 3anNpPeTUTb NCNOJIb30BAaHNE BJIOXKEHHBIX B NOAMNCb AOKA3aTENbCTB

-detached npoBepuTb oTCOEAMHEHHYIO NOANMUCH U3 OTAENLHOrO chaiina
-attached* nposepuTb npucoesMHeHHYO NOANUCH
-keepbadfiles He ypanate BbixogHoli chaiin npu owmnbke
coobuwieHune chaiin, cogepxkalwuii coobuieHne

BbixogHoW haiin  haiii, B KOTOPLIA ByayT 3anMcaHbl faHHbIE U3 COOBLLEHNS

@ Mpumeyanue. Ecin B coobuiennn cogepxutcst cepTudnkaT KOro-To n3 aBTOPOB NOAMUCENA, TO NCMNOb3YETCS UMEHHO

3TOT cepTudpumkar.

Mpumep 1. MNMposepuTs nognuce coobuieHns «test2.msg», UCNosb3yst OAMH U3 HallAEHHbIX CEPTUCDUKATOB B XPaHUINLLAX
«Jlnynbie» («My>») n «[pyrue nonvsosatenn» («AddressBook») Tekywero nons3sosatens, cogepxawmx B none « Cydbbekrs
(«Subject») nogctpoky «ivanov@bank.ru» u 3anucatb cogepxumoe noanucaHHoro coobueHus B aiin «test2.txt»:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

2.5.5 [dobaBneHne HenognucaHHoro atpubyTa

ﬂ'06aBVITb HeI'IO,EI,I'IlllcaHHbIﬁ anVI6yT B noaAnncCb MOXXHO C NOMOLLBKO KOMaHAbI:

-addattr <KIC1> [-attr <aTpubyr>]n pas <coobmeHue>

KMNMC1 KIC aBtopa nognucu

-attr pgobaBuTbL HenognucaHHbIA aTpubyT B Nognuck

atpnbyt "<OID>,<dpalin c 3aKogUpOBaHHLIM CofepXUMbIM aTpubyta>" (npumep:

"1.2.3,attr.bin")

coobweHne haiin, cogepxawuii coobuieHue

@ I'Ipmmeanme. VlCI'IOJ'IbByeTCFl NCKAKYNTENBHO ANA ,D,O63BJ1€HVI$I HenoAnMMCaHHOro an|/|6yTa B NOoANMNCaHHbIE

coobuenns. [Ins tekctoebix nnu apyrux daiinos He paboTaer.

2.6 PabGota c ceptucgpunkaramm

2.6.1 KonupoBaHue cepTucukaTa B xpaHunuuie

CKOI'IVIpOBaTb CepTVICbI/IKaTbI B 3a4aHHOE XpaHNANLWE MOXXHO C NOMOLLBbIKO KOMaHAbI:

-copycert <KIC> [-{dm|du}[<mma>]|-df <dpaitn> [-der]]
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KnNC
-dm
-du*

nmsa

KIC, koTopble Hago ckonuposaTb

konupoBaHwue B xpaHuauwe komnbstotepa (LOCAL  MACHINE)
konuposaHwue B xpaHunuuwe nonbsosatens (CURRENT USER)
Ha3BaHMe KoHe4YHoro xpaHuinwa (no ymonyanuo "My")

B Ka4eCTBe XpaHWInLA Ucnoab3yeTcs daiin ceptudunkaTa

nums daiina

ucnonbsosatb opmat DER Bmecto BASE64 (Tonbko ¢ kntodom -df)

Edf

Mpumeyanue. Ecau ykasan kntoy -df, To, B ciiyyae, ecnm HaiifjeH TOIbKO OAMH cepTudmkat, cosgaetcs chaiin Tuna
«.cery, nHave — «.p7b».

Mpumep 1. CkonuposaTb BCe cepTudpnkathl xpanuanwa <«JIndnbiey» («My») Tekyilero nonbsosatens B daiin
«a:\MyCerts.p7b» (B koguposke BASE64):

cryptcp -copycert -u -df a:\MyCerts.p7b

2.6.2 KonupoBaHue cepTucmrkaTa U3 KJ0HEBOro KOHTeHepa B XpaHuauuie

CKOI'II/IpOBaTb CepTI/ldDI/IKaT N3 KJKO4YEBOIro KOHTeVIHepa B 3a4aHHOE XpPaHNINLE MOXHO C NOMOLLUbIO cne,u,ylou.l,eﬁ KOMaHAbI:

-CSPcert [-provtype <N>] [-provname <CSP>] [-cont <xouTeiirep>]
[-kul-km] [-ex|-sg] [-{dm|du}[<mma>]|-df <paitn> [-der]

-provtype
-provname
-cont
-ku*

-km

-ex*

-sg

-dm
-du*
nms

-df

caiin

-der

ykazaTb Tun kpuntonpoBaiigepa (N) (no ymonyatuio 75)

yKasaTb umsi kpuntonposaiigepa (CSP)

33JaTb UMs KIOYEBOro KoHTeliHepa (Mo ymonyaHuto BoIbop U3 cnncka)
ncnonb3oBaTh koHTeliHep nonbsosatens (CURRENT USER)
ncnosnb3oBaThb KoHTeliHep komnbloTepa (LOCAL  MACHINE)
MCNOMb30BaTh KN4 A1 obMeHa 3alndpoBaHHBIMU AAHHBIMY
MCNoMb30BaTh KMOY AN paboTbl ¢ nognucaMm

konuposaHue B xpaHunuiie komnbtotepa (LOCAL  MACHINE)
konuposaHue B xpaHunuiie nons3osatenss (CURRENT USER)
Ha3BaHWe KOHe4YHoro xpaHunuwa (no ymondavuio "My'")

B Ka4yecTBe XPaHWIMLWA UCMob3yeTcs coobuierne unu daiin cepTudpnkaTa
ums cpaiina

ucnosnb3osats dopmat DER Bmecto BASE64
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Tuna (-provtype). Jns onepayuoHHsix cuctem cemeiictea UNIX B kauvecTse napamerpa onuuu -cont Heobxogumo
yKasblBaTb WMsi KOHTeliHepa BMecTe co cuuTbiBaTenem B copmate "\\.\nms_cunTeiBatens\ums _konTeiiHepa"

(nanpumep, "\\.\HDIMAGE\cont _name").

@ Mpumeyanue. Ecnum onuus -provname He ykasaHa, To GyAeT ncnosiib30BaH NPoBaiifep No YMOSHAHUKO YKa3aHHOMO

Mpumep 1. Ckonuposats cepTudmkat U3 KNtOUEBOro KoHTeHepa «WebServers kpuntonposaiigepa no ymonyanuio ans
Tuna 75 nokanbHoro komnbtotepa B paiin «a:\WebServer.cer» B kognposke DER):

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

2.6.3 VYpaneHue cepTudukata n3 xpaHunmuwa

Vaanutb cepTudrkaT M3 XpaHUINLLa MOXXHO KOMaHAOM:

-delcert <KIC> [-yes]

KMNC KIC ypansembix cepTudpnkaTos

-yes aBTOMAaTUYeCKU OTBe4aTb Ha BCe BOMpochl «Ja»

Mpumep 1. Yoanute Bce ceptudpukathl xpaHunuwa «JIndnbiey («My») nokanbHOro KOMNbLIOTEpa, COAEpPXKaLLMe B none
«Subject» nogctpoky «OldServers:

cryptcp -delcert -m -dn 0OldServer

2.7 Pabota c 3anpocamun Ha cepTudcgpukar

2.7.1 Co3paHune n coxpaHenue 3anpoca ceptudukarta
Komanpaa gns cosgaHus 3anpoca ceptudpukaTa n coxpaHenust ero B daiine PKCS #10:
-creatrqst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <0ID>] [-ex|-sgl-both] [-kul-km]

[-cont <mma>] [-silent] [-pin <mapomns>|-askpin] [-certusage <0IDs>] [-der]
[-ext <pacumpenwe>]n pas <umsa daiina>

RDN cnucok wumeHn noneli RDN  (nanpumep: CN, O, E, L) un wux 3HadeHnii Buga:
<Wwmslonal>=<3Haqeunellonal>[,<Nmsalona2>=<3Haueunellons2>.. |
-provtype ykasatb Tun kpuntonposaiigepa (N) (no ymonuanuto 75)
-provname ykasaTb ums kpuntonposaiigepa (CSP)
-nokeygen u1cnonb30BaTh CyWECTBYIOWME KKOUYN U3 YKAa3aHHOrO KOHTEHepa
-SMIME  Bknatouuts BosmoxHoctn S/MIME (no ymonuanuto — Het; Tonsko Windows)
-exprt NOMETUTH KJKOYN KaK SKCMOPTUPYEMbIE
-keysize ycTaHoBuTbL gauHy katoda (n)

-hashAlg 3apgatb anroputm x3wmposaHus
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oID

-ex

-both*
-ku*
-km

-cont

-silent
-askpin

-pin

naponb

-certusage

-requestlic

-der
-ext
pacwmperne

umsa daiina

OID anroputma x3wmpoBaHus:

1.2.643.2.2.9 gns TOCT P 34.11-94,
1.2.643.7.1.1.2.2 ana TOCT P 34.11-2012 256 bit;
1.2.643.7.1.1.2.3 gna FOCT P 34.11-2012 512 bit

€034aTb/MCNONb30BaTh K4 f/151 0OMeHa 3awmnpoOBaHHBIMYU JaHHLIMU.
He pekomenpyetcs pns ceptucpukatos TLS — c HasnaueHmem 1.3.6.1.5.5.7.3.1 (cepsep) uaw
1.3.6.1.5.5.7.3.2 (knueHT)

CO3AaTb/NCNob30BaTh KOY MOAMNCY

CO34aTb/NCNOL30BaTL KIOY A5 ObMeHa 3alLM@PPOBAHHBIMU AaHHLIMI C BO3SMOXHOCTbIO MOAMNCH
ncnonb3oBath KoHTeliHep noabsosatens (CURRENT USER)

ncnonb3oBath KoHTeliHep komnbtotepa (LOCAL  MACHINE)

3a0aTb UMs KJILOHEBOrO KOHTeliHepa (ecnu 3agaHa onums -nokeygen u He 3ajaHa onuus -cont —
BbIOOp M3 cnucka)

reHepauus Kitoda be3 nosib3oBaTeNIbCKOro MHTepdelica KpunTonpoBsaligepa
3anpalwwmBaTh Naposib Npu CO3AaHNN KIOYEBOro KOHTeliHepa n3 koHconu (Tonbko UNIX)

YCTaHOBUTL Naposib MPU CO3ZJaHMN KIIOYEBOro koHTeliHepa (Tosbko Ha Windows 2000/XP /2003
ToNbKO € napametpom -nokeygen)

naposib K kitovesomy koHtelinepy (Tonbko UNIX)

3apaTb HasHaveHus ceptucpukata (OIDs). Ecnu HazHayeHuli HECKONBKO, TO UX HEOBXOANMO yKa3aTb
yepes 3ansaTyto (Hanpumep, "1.3.6.1.5.5.7.3.4, 1.3.6.1.5.5.7.3.2")

3anpocuTb cepTudmkaT, cogepxawmii pacwnperue ¢ anuensuein Ha Kpuntollpo CSP. VLU, gonxen
ObITb HACTPOEH Ha BblJady TakuUxX CEPTUDUKATOB

ncnosnb3osatb gopmat DER Bmecto BASE64
80baBUTL paclumpeHue K 3anpocy
nms chaiina ¢ 3akognpoBaHHbiM pacwmpernem (BASE64 nan DER)

ums aiina, B KOTOPOM ClieAyeT COXPaHUTb 3anpoc

Edf

Mpumeyanue. Ecan onyus -provname He ykasaHa, To byaer ncnonb3osaH nposaiigep N0 yMONHAHNIO YKa3aHHOTO
Tuna (-provtype). [lanee, ecnn He ykasaHbl onuuu -nokeygen n -cont, TO MMsi KOHTeiliHepa CcreHepupyet
kpuntonpoBgaligep. Jns onepauymnoHHbix cuctem cemeiictea UNIX B kayecTse napamerpa onumm -cont Heobxonumo
yKasblBaTb WMsi KOHTeliHepa BMmecTe co cuutbiBaTenem B copmate "\\.\ums_cunTeiBatens\ums _konteiinepa"

(nanpumep, "\\.\HDIMAGE\cont name").

Mpumep 1. Coszgatb 3anpoc Ha cybbekT «E=ivanov@bank.ru,CN=Wgeanos leTp», ucnonbsys oTKpbITbIli Koy,
CreHepnpoBaHHbIli B KOHTeliHepe «lvanovy Tekyuiero nonb3osatens kpuntonposaiigepom «Crypto-Pro GOST R 34.10-2001
Cryptographic Service Provider» (tun — 75) n coxpanuts ero B caiin c:\request.der 8 Kognposke Baseb4; HasHaueHus kntoua

— noanuce n wudpoBaHue:

cryptcp -creatrgst c:\request.der -provtype 75 -cont Ivanov -dn "E=ivanov@bank.ru,CN=/BazoB
[lerp" -both -ku -provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"
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2.7.2 VYcrtaHoBka ceptudmkata n3 daiina

VcraHoBka cepTudpukata us daiina PKCS #7 nnn daiina ceptudrkata ocyLecTBASETCS C NOMOLLIO KOMaHAb!:

-instcert [-provtype <N>] [-provname <CSP>] [-cont <mma>] [-kul-km] [-{dm|dul} [<mms>]]
[-noCSP] [-pin <mapoms>|-askpin] [-enable-install-root] <uma daiima>

-provtype
-provname
-cont

-ku*

-km

-dm

-du*

nms
-noCSP
-askpin

-pin

naposnb

-enable-install-root

umsa cpaiina

ykasaTb Tun kpuntonposaiigepa (N) (no ymonuanuio 75)

yKkasaTb umsi kpuntonpoBaiigepa (CSP)

3afaTb UMsl KJIIOYEBOro KoHTeliHepa (nNo ymon4yaHumio BbIbop M3 cnucka)
ncnosb3oBaTh KoHTeliHep nonb3osatens (CURRENT USER)
ncnosb3oBathb KoHTeliHep komnbioTepa (LOCAL  MACHINE)

ycTaHoBka B xpaHunuie komnbtotepa (LOCAL _MACHINE)

ycTaHoBka B xpaHuauie nons3osatens (CURRENT USER)

Ha3BaHMe KOHEYHOrO XpaHWANLLA ans yctaHoBku (no ymondavuo «My»)
He CoxpaHATb cepTudUnKaT B KOHTEHEpPe KpUNTONpoBaiigepa

3anpocuTb NapoJsib KNOYEBOro KoHTeliHepa ¢ koHconu (Tonbko UNIX)

3ajaTb naponb Kitouesoro Kouteiinepa (Ha Windows 2000/XP /2003 Tonbko ¢ napameTpom -
nokeygen)

naposib K Katouvesomy koHTelinepy (Tosnbko UNIX)

He 3aMpalvBaTh paspeLleHie HA YCTAHOBKY KOPHEBOro cepTudmkaTa B xpaHunuiie «JlosepeHHbie
kopHeBble LeHTpbl» (Root) (tonbko UNIX)

ums daiina, cogepkaiiero ceptudukat

Mpumeyanue. Ecnn ykasana onuuns -noCSP, 1o onunm -provname, -provtype, -cont, -km, -ku urHopupytorcs.

provtype). [1ns onepayuonHbix cuctem cemeiictea UNIX B kawecTee napamerpa onuum -cont HeobxoanMo ykasbiBaTb

@ Ecim onuus -provname He ykasaHa, To ByAeT MCnosib30BaH MpOBaiiAep MO YMONYaHWIO yKasaHHoro Tuna (-

NMsi KoHTeliHepa BMecTe co cunTbiBaTenem B copmate "\\.\ums cuntbiBaTens\ums KoHTeiinepa" (Hanpumep,
"\\.\HDIMAGE\cont_name").

2.7.3 T[lpocmoTp HAcTpoek y4deTHbIX 3anuceil nonb3oBaTtenein YL

Mony4uts nHOpMaunio O HACTpoiikax MapamMeTpoB YYeTHbIX 3anuceii nonb3osatesns Ha YL, MoxHO € momouwibto

KOMaHAbl:

-CPCA

agpec YL
-CPCA20

-1istDN [{-CPCA <azpec VI>}|{-CPCA20 <azmpec VI>}]
yka3zaTb agpec Beb-untepdeiica Kpuntollpo VL, nHaye sto agpec "CP CSP Test CA":
https://cryptopro.ru/ui

Buga "http://xxx.yyy/zzz"nan "https://xxx.yyy/zzz"

ykasaTb agpec Beb-untepcpeiica Kpuntollpo VU, sepcun 2.0, uHave ato agpec "CP
CSP Test CA": https://cryptopro.ru/ui
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aapec YU

Buga "https://xxx.yyy/zzz/"

2.7.4 Perunctpayus nonb3oBatens Ha YL

PeI'I/ICTpaLI.I/IFI noNb30BaTeENA Ha yLl OCyLLECTBNAETCA C NOMOLbIO KOMaHAbI:

-creatuser [-CPCA <agpec VI>] [-field <ID moms = 3HadYeHume>]n pas

-CPCA ykasaTb agpec Beb-untepdeiica Kpuntollpo VU, nnaue ato agpec "CP CSP Test CA":
https://cryptopro.ru/ui
agpec YU Buga "http://xxx.yyy/zzz"nnm "https://xxx.yyy/zzz"
-CPCA20 vyka3zaTb agpec Beb-untepdeiica Kpuntollpo VL Bepcum 2.0, nHaqe sto agpec "CP
CSP Test CA": https://cryptopro.ru/ui
agpec YU Buga "https://xxx.yyy/zzz/{folder}"; folder o6oznayaetr GUID nankn VL uan nyts
nanku B uepapxuu nanok YL, npn aTom pasgenutenem nmeH nanok B NyTu siBAsieTCs
cumeon '[!
-field pobasutk none 8 DN peructprpyemoro nonb3sosaTens
ID nonsi  unpentucbukatop nonsi DN. Cnucok naeHTUNKaTopoB MOXKHO NOCMOTPETL KOMAHLON
-listDN
Mpumeuanune. [pn ycnewHOM BbINOJHEHUM KOMaHAa BO3BPAlLAeT MapKep BPEMEHHOro A0CTyna Ans

Edf

ayteHTudpmkauyuu Ha YL Kpuntollpo u napons k Mapkepy BpemeHHOro goctyna.

2.7.5 [MpoBepka peructpaunm nonb3osatensi Ha YL

rlpOBe[.‘)VlTbv 3aperncTpmpoBaH N NoOsb30BaTEJIb Ha yLl, MO>XHO C NOMOLBKO KOMaHAbI:

-checkreg -token <ID mapkepa> -tpassword <maposs> [-CPCA <azpec VI>]

-token
-tpassword

-CPCA

agpec YL
-CPCA20

appec YL

33/4aTb MapKep BPEMEHHOro AO0CTyna A NPOBEPKU CTaTyca
3aaTb NapoJib K Mapkepy BPeMEHHOro JocTyna

yka3zaTb agpec Beb-untepdeiica Kpuntollpo VL, nHaye sto agpec "CP CSP Test CA":
https://cryptopro.ru/ui

Buga "http://xxx.yyy/zzz"nan "https://xxx.yyy/zzz"

yka3zaTb agpec Beb-untepcpeiica Kpuntollpo VU, Bepcun 2.0, unave ato agpec "CP
CSP Test CA": https://cryptopro.ru/ui

suga "https://xxx.yyy/zzz/"

2.7.6 Co3paHue 3anpoca, nosy4veHue n yctaHoska ceptudumkarta

Cozpgatb 3anpoc Ha cepTudbukaTt, OTNPaBUTbL €ro B LEHTP cepTudpmkauum, Nosy4nTb BbIMUCAHHBLIA CepTuukat u
YCTAaHOBUTb €r0 MOXXHO C MOMOLLIbIO KOMaHAbI:
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-creatcert -rdn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]

[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <0ID>] [-{ex|sglboth}] [-cont <ums>]
[-kul-km] [-certusage <0IDs>] [{-CA <agmpec LC>}|{-CPCA <azpec VI>}|{-CPCA20 <agzpec VI[>}]
[-requestlic] [{-token <ID TokeHa> -tpassword <mapoms>}| -clientcert KIIC1]
[-{dm|du} [<uMs>]] [-noCSP] [-silent] [-pin <mapoms>|-askpin] [-FileID <WUwmsa ¢paiina>]

RDN

-provtype
-provname
-SMIME
-nokeygen
-exprt
-keysize
-hashAlg
oID

-ex

-both*
-ku*
-km
-cont

-certusage

-CA

aapec LUC

-CPCA
aapec YL,
-CPCA20

agpec YL

-requestlic

[-ext <pacumperwe>]n pas [-enable-install-root] [-file <mmsa>]

cnucok umeH noneit  RDN  (nanpumep: CN, O, E, L) un wux 3HayeHnii

<WNwmsMonal>=<3Haueunellonal>[,<Umsalons2>=<3naueqnellona2>.. ]

BNAa:

ykasaTb Tun kpuntonposaiigepa (N) (no ymonuanuio 75)

ykasaTtb umsi kpuntonposaiigepa (CSP)

BkO4NTE Bo3moxkHocTn S/MIME (no ymonvanuto — wet; Tonbko Windows)
NCrMOJIb30BaTh CYLLECTBYIOLLME KIKOHM U3 YKAa3aHHOTO KOHTelHepa

MOMETUTL KJIIOYUM KaK SKCMOPTUPYEMbIE

YCTaHOBUTL A/inHy Kitoda (n)

3afaTb aJroOpUTM X3LLIMPOBaHMS

OID anroputma x3wWwmMpoBaHus:

1.2.643.2.2.9 gns TOCT P 34.11-94;
1.2.643.7.1.1.2.2 gna TOCT P 34.11-2012 256 bit;
1.2.643.7.1.1.2.3 gna FOCT P 34.11-2012 512 bit

€034aTb/NCnonb30BaTh KIKOY Ansi 0bMeHa 3awndpoBaHHBIMU AaHHBIMN.
He pekomenpyetcs pans ceptucpukatos TLS — c Hasnauenmem 1.3.6.1.5.5.7.3.1 (cepsep) uan
1.3.6.1.5.5.7.3.2 (knuenT)

CO34aTb/NCMONB30BATL KIIKOY TOILKO A NOANNCY

CO34aTh/NCMONL30BATL KAHOY AJst OOMeHa 33N POBAHHBIMN AaHHLIMI C BO3MOXHOCTbIO MOAMNCH
ncnonb3oBaTh koHTeliHep nonssosatens (CURRENT USER)

ncnosb3oBath KoHTeliHep komnbioTepa (LOCAL  MACHINE)

3a4aTb NMsl KJIOHEBOTO KOHTelHepa (Mo ymonuyaHuto Bbibop U3 cnucka)

3apaTb HasHauveHus ceptudbukata (OIDs). Ecnum HasHaveHuii Heckonbko, TO NX HEOBXOAMMO yKa3aThb
vepes 3ansaTyto (Hanpumep, "1.3.6.1.5.5.7.3.4, 1.3.6.1.5.5.7.3.2")

yKasaTb agpec ueHTpa cepTudmkaumu Microsoft, "CP CSP Test CA™:

http://www.cryptopro.ru/certsrv/

MHaye 3TO ajpec

Buga "http://xxx.yyy/zzz"vnn "\\cepsep\umallC"(cm. Cuctemubie Tpebosatus);
ykasaTb agpec Beb nHtepdeiica Kpuntollpo VL

Buga "http://xxx.yyy/zzz"vnu "https://xxx.yyy/zzz"

ykasaTb agpec Beb nHrepdeiica Kpuntollpo VL sepcun 2.0

Buaa "https://xxx.yyy/zzz"

3anpocuTb cepTudmkaT, cogepxalnii pacwuperune ¢ auuensueli Ha Kpuntollpo CSP. VU ponxen
ObITb HACTPOEH Ha Bbigavy TakMX CepTUUKATOB
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-token
-tpassword
<KMNC1>
-dm

-du*

nms
-noCSP
-silent
-askpin

-pin

naponb

-FilelD

-enable-install-root

-ext

-file <uma>

MCMoJIb30BaTh Mapkep BPEMEHHOro aocTyna ans ayteHtudpmkauun va YL Kpuntollpo;
3a4aTb Naposib K Mapkepy BPEMEHHOTO JOCTYNa

ncnonb3oBaTh cepTudukat anst ayteHtudmkaumu Ha YL Kpuntolpo (tonsko gns Unix)
ycTaHoBka B xpaHunuie komnbtotepa (LOCAL _MACHINE)

ycTaHoBka B xpaHuauiie nonssosatens (CURRENT USER)

Ha3BaHMe KOHEYHOrO XpaHWANLLA Ans ycTaHoBkM (no ymondavuo «My»)

He CoxpaHATb cepTudUKaT B KOHTEHEpPe KpUNTONpoBaiigepa

reHepauust Kitoda b6e3 nonb30BaTeNbCKOro nHTepdeiica KpunTonposaigepa
3anpalwmBaTh Naposib NpU CO3AaHMN KIKOHEBOro KOHTelHepa ¢ KoHconn (Tonbko UNIX)

YCTaHOBMTbL Naposib NpU Co3paHun katodesoro koHteliHepa (Ha Windows 2000/XP /2003 Tonbko ¢
napametpom -nokeygen)

napoJib K KJIOYEBOMY KOHTERHEpY

umsa alina, MCnosb3yeMoro Ans 3anucu naeHTUpUKaTopa 3anpoca B C/lydae <«OTJIOKEHHONA
Bblgauny ceptudukaTa (cm. -pendcert). Ecnm daiin ve ykasaH, To ngenTudmkatop byner BbiBegeH
Ha 3KpaH.

He 3aMpaluBaTh paspeLleHie HAa YCTAHOBKY KOPHEBOro cepTudmkaTa B xpaHunuiie «JJosepeHHbie
kopHeBble LeHTpbl» (Root) (tonbko UNIX)

800aBUTL paclunpeHue K 3anpocy

coxpaHnTb oteeT YL B chaiin (.cer/.p7b)

Mpumeyanue. Ecnn onuns -provname He ykasaHa, To byaeT ncnosib30oBaH npoBaliiep Mo yMOHAHUIO YKa3aHHOIOo

Ons onepaymoHHbix cuctem cemeiictea UNIX B kavectee napameTtpa onuuu -cont HeobxoanMo ykasbiBaThb

@ Tuna (-provtype). Ecim He ykasansl onuum -nokeygen v -cont, To umsi KOHTeliHepa CreHepupyeT KpUNTONPOBaiAEP.

NMsi KoHTeliHepa BMecTe co cunTbiBaTenem B copmate "\\.\ums _cuntbiBaTens\ums koHTeiinepa" (Hanpumep,
"\\.\HDIMAGE\cont__name").

2.7.7 TlpoBepka Bbinycka cepTucukaTa, nonydeHue u yctaHoBka ceptudmkaTta

MpoBepuTh, He BbiNyLLEH N1 CEPTUCUKAT, 3aMPOC Ha KOTOPLIN Dbl OTNPaB/EH paHee, NOAYHUTL BbIMUCAHHbIA CepTUUKAT
N YCTAHOBUTb €r0 MOXHO C MOMOLLbIO KOMaHAbI:

-pendcert [-provtype <N>] [-provname <CSP>] [-cont <mma>] [-ku|-km]
[{-CA <agmpec LC>}|{-CPCA <ampec LC>}|{-CPCA20 <ampec VI>}] [-{dm|du}[<umsa>]]
[{-token <ID Torema> -tpassword <mapomb>} | -clientcert KIIC1]
[-noCSP] [-FileID <Wms daitna>] [-pin <mapons>|-askpin] [-enable-install-root]

-provtype
-provname
-cont

-ku*

-km

ykasatb Tun kpuntonposaiigepa (N) (no ymonuanuto 75)

ykasaTtb umsi kpuntonposaiigepa (CSP)

3a4aTb NMsl KJIOYEBOTO KOHTelHepa (Mo ymonuaHuto Bbibop U3 cnucka)
ncnosb3oBaTb KoHTeliHep nonb3sosatens (CURRENT _USER)

ncnonb3oBaTh koHTeliHep komnbtoTepa (LOCAL  MACHINE)

Crpanunua 21 un3 26



XKTAN.00101-01 93 01. Kpuntollpo CSP. MNprnoxeHne komaHgHOW CTPOKM Ans nognucu n windposaHus aiinos

-CA ykazatb agpec ueHTpa ceptudmkauum, wunade 310 agpec "CP  CSP  Test CA™
http://www.cryptopro.ru/certsrv/

agpec LLC Buga "http://xxx.yyy/zzz"vuaun "\\cepsep\umsallC"(cm. Cuctemubie TpebosaHus);
-CPCA ykasaTb agpec Beb nntepcpeiica Kpuntollpo VU
appec YU Buga "http://xxx.yyy/zzz"nnn "https:/ /xxx.yyy/zzz"
-CPCA20 yka3aTb agpec Beb nHrepdeiica Kpuntollpo VLI sepcun 2.0
apgpec YU Buga "https://xxx.yyy/zzz"
-token uncnosb3oBaTL MapKep BPEMEHHOro Joctyna ans ayrentudpmkaumu Ha YU Kpuntollpo;
-tpassword 3ajaTb Maposib K Mapkepy BPEMEHHOro AOCTyna
<KMC1> wucnonb3oBaTk ceptucpukat ans aytentucbukaumu Ha YL Kpuntolpo (tonsko gns Unix)
-dm  ycraHoska B xpaHununuwe komnstotepa (LOCAL _MACHINE)
-du* ycraHoeka B xpaHunue noss3sosatens (CURRENT _USER)
MMsi  Ha3BaHMe KOHEYHOrO XpaHWinwa ans yctaHosku (no ymondavumo «My»)
-noCSP  He coxpaHsTb cepTudmkaT B KOHTEHEpPe KpunTonposaligepa

-FileID wnwmsa daiina, cogepxauwero ugentucukatop 3anpoca. Ecnn He haiin He ykasaH, To ugeHTudukaTop
HYXKHO ByAeT BBECTU BPYUHYIO.

-askpin  3anpawwmBaTh Napob NPU CO3LAHUM KHOHEBOTO KOHTElHepa ¢ koHconmn (Tonbko UNIX)

-pin  yCTaHOBUTbL Napo/ib Npu CO3[aHUN KAtO4eBOro koHTeliHepa (Ha Windows 2000/XP /2003 Tonbko ¢
napametpom -nokeygen)

naposlb  NapoJjib K KJIOYEBOMY KOHTeliHepy

-enable-install-root He 3anpawwnBaTh pa3spelerne Ha yCTaHOBKY KOPHEBOro cepTudmkaTta B xpaHunuwe «JlosepeHHble
kopHeBble LeHTpbl» (Root) (tonbko UNIX)

Mpumeyanue. Ecnn ykazana onums -noCSP, 1o onuunm -provname, -provtype, -cont, -km, -ku urHopupytorcs.
Ecan onuus -provname He ykasaHa, To Oyser umcnonb3oBaH NpoBaiiiep Mo YMOMYaHUKO ykasaHHoro Tuna (-
@ provtype). [1ns onepayuonHbix cuctem cemeilictea UNIX B kauecTse napameTtpa onuum -cont HeobxoAnMMO yKasbiBaThb
MMsi KOHTeliHepa BMecTe co cuuTbiBaTenem B copmate "\\.\umsi cuutsiBatens\nums_konteiinepa" (Hanpumep,
"\\.\HDIMAGE\cont _name").

2.8 Komanga pgns paboTbl C cepuiiHbiM HOMEpPOM nnueH3nn (TOoNbKO
ans Windows)

[ns coxpaHeHust nanm oTobpa>keHnsi CePMIAHOro HOMEPa JINLEH3UM UCMONb3YETCS KOMaHAA:

-sn [<cepuitrnii HOMep>]

CEpUiHbLIA HOMEpP  CcepuiiHblli HOMEP, KOTOPbIA HEoBXOoAMMO COXPaHUTb (MO)KHO
yKa3blBaTb KaK C pasgennTensimu, Tak u 6e3 Hux)
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Mpumeyanue. [1ns Toro 4TobbI NOCMOTPETH COXPaHEHHbIV CEPUiAHBIZT HOMEP, JOCTAaTOYHO YKa3aTb KOMaHAy -sn be3
napametpa. B onepaunoHHbix cuctemax cemelictea UNIX komaHga He ncnonbsyetcs.

Mpumep 1. CoxpaHnTb yKasaHHbIl CepuiiHbIii HOMEP IMLEH3UN HA KOMMbIOTEPE:
cryptcp -sn XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

2.9 yCOBepLLIeHCTBOBaHHaﬂ INEKTPOHHaA noannmcb

MprnnoxeHne KOMaHAHONW CTPOKM MNOAAEPKNBAET BO3MOXHOCTb CO3LaHUS  YAYYLUEHHOW 3EKTPOHHOA noanucy,
cooteetcteytoweli ctangapty CAdES (cm. RFC 5126). Wcnonbsosanue chopmaTta ycOBEpLUEHCTBOBAHHOW MOAMUCK MMeeT
3HA4YUTENbHbIE MPENMYLLECTBA, o6ecneL||/|Ba$|:

[OKa3aTeNIbCTBO MOMEHTA MOAMNUCA SOKYMEHTa 1 AEACTBMTENLHOCTU CepTUMKATa KNOYa NOAMUCH HA STOT MOMEHT;
OTCYTCTBUE HEODXOANMOCTUN CETEBbLIX ObpalLeHnii npy NpoBepKe NOAMNMUCH;

apXMBHOE XPaHEHUNE 3/1EKTPOHHbBIX AOKYMEHTOB;

NPOCTOTY BCTpauBaHus.

Ons  pokasaTenbCTBa MOMEHTa MOANUCM  WCMOMb3YKOTCS LUTaMMbl  BPEMEHM, COOTBETCTBYIOLIME MEXAYHapPOAHOI
pekomeHgaunu «Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)» (cm. RFC 3161).

HokasaTenbcTBa [elCTBUTENLHOCTM cepTudmkaTa B MOMEHT MOAMNMCKA ODECnedYnBalOTCA BJIOXKEHMEM B PEKBU3MUTHI
[LOKYMeHTa uenoykn ceptucpukatos fo goseperHoro YL n OCSP-oteetoB. Ha 3Tn gokasaTtenscTBa Takxke NOAy4aeTcs wramn
BPEMEHU, NOATBEPXKAAIOLLMNIA UX LENOCTHOCTb B MOMEHT MPOBEPKM.

[Mpu Takmx yCnoBusix NosiBNSIETCS BO3IMOXXHOCTb NMPOBEPUTL MOANUCH B PEXXNME OTCYTCTBUS CETEBbLIX COEAUHEHWHA, AOCTYNA
K cnyxxbam OCSP un cnyxbam wrtamnos BpemeHu. Takxe BCA JOMNOAHUTENbHAs NHOPMaLUs XPaHNTCA B pekBu3nTax haiina
noAnmcK, 4To TpebyeTcs A1t apXUBHOTO XPaHEHUS! 3IEKTPOHHbLIX JOKYMEHTOB.

ﬂ'ﬂﬂ NCNONIb30BaHNA cbopmaTa yCOBepLLIeHCTBOBaHHOﬁ noanncun peasan3oBaHa BO3MOXHOCTb NMPUMEHEHNA ChneunanbHbIX
napaMeTpoB Npu co3gaHun, JJ,O6aBJ'IEHVII/I N NPOBEPKE SNEKTPOHHBIX I'IO,EI,I'II/ICGM.

Cnepytowe aTpubyTbl MOXKHO UCNO/Ib30BaThL Npu paboTe ¢ nognucsiMu:

-xlongtypel ucnonssyetcs dopmat nognucu CAJES-X Long Type 1

-cadest ucnonbsyetcst chopmaT noagnucu CAAES-T

-cadesbes ucnonb3ayercs popmaT nognucn CAJES-BES

-cadesTSA  ykasbiBaetcs cnyxba wramnos spemeru aas nognucy CAJES-X Long Type 1, CAdES-T

-nocades NCKNKOYAETCA NCNONb30BaHNE BJIOXKEHHBLIX B NOANNCH AOKA3aTENLCTB

Mpumeyanue. [1ns paboTbl C yCOBEPLUIEHCTBOBAHHON NOAMUCHIO HEOBXOANMO HAIMYNE HA KOMMLIOTEPE NOJIb30BaTENSs
MO Kpuntollpo TSP Client n Kpuntollpo OCSP Client ¢ geiicTBytoWwummy AMLEH3NSMI, KOTOPbIE BBOASATCA Yepe3
ocHacTky YnpasneHue nuuensuamm Kpuntollpo PKI.

Mpumep 1. Cozgats nognuce popmata CAdES-X Long Type 1 gns dpaiina «test.txt», ucnonb3ys 3akpbITblii KItOY,
CBSA3aHHbI C cepTudpukatom xpanunuwa «JIndnbiey» («My») Tekywero nonb3osatens, cogepxawmm B none «CybbekT»
(«Subject») noactpoky «lWBeanos MeTp», ¢ npoBepkoli LENoYKM HaliAeHHbIX CEepTUNKATOB, MCMONL3Ysi CAyXDy LUTaMmnoB
BpemeHu http://tsp.test/tsp root/tsp.srf, u coxpanuts pesynbrat B chaiin «test.txt.logn sgn»:

cryptcp -sign -dn "CN=HBamoB IleTrp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn
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3 Bo3Bpauiaemblie 3Ha4YeHUS

B cnyyae ycnewHoro BbinonHeHns komanabl cryptcp sosspauaet 0 (0x00000000). Henynesoe Bo3Bpaluaemoe 3HaueHne
obo3HavaeT Hanm4yue owmnbku. MNepedeHb BO3BpaLLaeMbix OLWMOOK C COOTBETCTBYIOWMUMI KOZAMW MpeacTaBsieH B Tabn. 2.

Tabanua 2. Kogbl owunbok cryptcp

Kog, Kop, Onucanne owmnbkn

owmnbkm owmnbkm

(DEC) (HEX)

536871012 20000064 Mano namsaTn

536871013 20000065 He ypanoce oTkpbiTh haiin

536871014 20000066 Onepaumnsi oTMeHeHa nosnb3oBaTeNem

536871015 20000067 HekoppekTHoe npeobpasosaHne BASE6G4

536871016 20000068 Ecnun ykazan napametp '-help', To apyrux 66iTs He AOMKHO
536871017 20000069 @aiin canwkom 6obLLIONA

536871024 20000070 Mpowusowna BHYTpeHHNAs owmbKa

536871112 200000C8 VKasaH auwHuii cpaiin

536871113 200000C9 VKazaH HeN3BECTHbI Kitou

536871114 200000CA VKa3aHa AULLHAA KOMaHAa

536871115 200000CB [ns kntoya He ykasaH napamerp

536871116 200000CC He ykasaHna komaHga

536871117 200000CD He yka3saH HeobxoauMblii Kitou

536871118 200000CE VKa3aH HeBepHbIii KoY

536871119 200000CF Mapametpom kitova '-q' gosmkHO BbITh HaTypanbHOE HMCAO
536871120 200000D0 He ykasan BxogHoii chaiin

536871121 200000D1 He ykasan BbixogHoii chaiin

536871122 200000D2 KomaHga He ncnonbayet napameTp C umMeHem dpaiina
536871123 200000D3 He ykazan cpaiin coobuieHus

536871212 2000012C He ynanoce oTkpbITh XpaHunuue ceptuukaTos

536871213 2000012D CepTtudukatbl He HaligeHbl

536871214 2000012E HaligeHo bonee ogHoro ceptudpnkata (ko '-1')

536871215 2000012F KomaHaa nogpasymeBaeT UCNo/b30BaHME TONLKO OAHOro cepTudmkata
536871216 20000130 HesepHo ykazaH Homep

536871217 20000131 Het ucnonssyembix ceptndunkaTtos
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536871218 20000132 JaHHbill cepTnpukaT He MOXET NPUMEHATHLCA A5 3TOW onepauum
536871219 20000133 Lenouka cepTndunkaToB He npoBepeHa

536871220 20000134 KpunTtonpoBsaiigep, NoAAep>XNBAKOLLNIA HEOBXOAMMbIVE aNrOPUTM, He HaliaeH
536871221 20000135 Owunbka npn BBOAE Napossi Ha KOHTEAHEP

536871222 20000136 He ynanock nonyunTb 3akpbiTblii KoY cepTudukaTta

536871312 20000190 He ykazana macka daiinos

536871313 20000191 VKazaHbl HECKOSIbKO MacoK chaiifnos

536871314 20000192 Paiinbl He HallgeHbl

536871315 20000193 3apaHa HeBepHas Macka

536871316 20000194 HesepHbiii xaww

536871412 200001F4 Kntou '-start' ykasaH, a BbixogHol caiin Her

536871413 200001F5 Copepxumoe cpaiina - He NoANMcaHHoe cooblyeHmne

536871414 200001F6 HeusBecTHbili anroputm nognucu

536871415 200001F7 CepTudukaTt aBTOpa NOLNUCK He HaligeH

536871416 200001F8 MNoanuck He HaligeHa

536871417 200001F9 Mognuck He BepHa

536871418 200001FA LLlItamn BpemeHn He BepeH

536871512 20000258 Copepxumoe chaiina — He 3awundpoBaHHoe coobuieHune
536871513 20000259 HeunsgecTHblii anroputm wndposaHus

536871514 2000025A He Haiifen cepTudbmkaT ¢ COOTBETCTBYIOLMM CEKPETHLIM KJHOHOM
536871612 200002BC He ynanocs nuuymanusuposats COM

536871613 200002BD KoHTeiiHepb! He HaligeHbl

536871614 200002BE He ypanoce nony4nTe oTBeT OT cepBepa

536871615 200002BF CepTudpukat He HalifieH B OTBETe CepBepa

536871616 200002C0 Daiin He cogepxuT ugeHTUMKaTop 3anpoca

536871617 200002C1 HekoppekThbiii agpec L|C

536871618 200002C2 Mony4yeH Hesephbiii Cookie

536871619 200002C3 LUC oTknoxun 3anpoc

536871620 200002C4 Owmbka npn nunuymanmnsaumn CURL

536871712 20000320 CepuiiHblii HOMEP COLEPXKMUT HELOMYCTUMOE KOJIMYECTBO CUMBOJIOB
536871713 20000321 HegepHblii kog nposykTa
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536871714
536871715
536871716

536871717

20000322
20000323
20000324

20000325

He ypanock nposeputh cepuiiHblii HOMep
He ynanocb coxpaHutb cepuiiHbili Homep
He yananock 3arpy3nTb cepuiiHblii HomMep

JlnueHsmnsa npocpoyeHa

@ Mpumeyanue. Kpome KopoB, NpuBeAeHHbIX B Tabinue, NpuioXKeHne MOXET BO3BpalwaTb Kog Ntoboli cnctemHol

ownbkn Windows.
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